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Abstract

Cyber Th reat Analysis (CTA) in current confl icts focuses on identifying, monitoring, and assessing potential cyber threats. Th e main objective is to understand 
how the parties to the confl ict use information and network technologies to conduct warfare, espionage, disinformation, or attacks on digital infrastructure. Th is 
analysis includes the identifi cation of actors involved in confl icts and their targets in cyberspace, as well as the analysis of techniques and tools used in cyber activities. 
Th e aim of the article is to identify the role of cyber threat analysis in the context of two current confl icts - the war in Ukraine and the Hamas attack on Israel. Th e 
article describes the essence of cyber threat analysis. Th e research problem focuses on identifying and understanding the role of cyber threat analysis in these confl icts 
and their potential consequences for international security and regional stability. Th rough the analysis of reports, online sources, and scientifi c literature, the article 
aims to familiarize readers with the role of cyber threat analysis in the context of these confl icts and to propose possible strategies for cyber risk management in the 
face of contemporary armed confl icts. Th e results of the analysis of cyber threats (CTA) in current confl icts include the identifi cation of specifi c actors operating in 
cyberspace, their modus operandi, their objectives, and the techniques and tools used. In addition, the analysis can reveal existing vulnerabilities in digital security 
and areas that are particularly vulnerable to attacks. To sum up, it is necessary to create recommendations and directions for changes regarding the strengthening of 
digital security measures, such as soft ware updates, implementation of network security, and increasing staff  awareness of cyber threats. In addition, the CTA may 
suggest the need for better international cooperation to combat cyber threats and the need to develop strategies to prevent and respond to cyber-attacks.

Introduction

The subject of the article is the analysis of cyber threats 
in current confl icts. In today’s fast-paced digital world, 
where technology is constantly evolving and cybercrime 
threats are increasingly sophisticated, it is critical to have 
an eff ective defense strategy. In response to the growing 
risk of cyberattacks, organizations around the world are 
increasingly turning to Cyber Threat Intelligence (CTI) as 
a key tool in the fi ght against cyber threats. CTA, or Cyber 
Threat Intelligence, is the process of collecting, analyzing, 
and interpreting information about threats to understand 
their nature, sources, modus operandi, and potential 
impacts. With CTA, organizations can better understand 
current and potential threats and make more informed 
security decisions.

The current situation in Ukraine, where an armed confl ict 
is taking place, has signifi cant consequences not only in the 
geopolitical context but also in the area of cybersecurity. In 
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the face of this confl ict, Cyber Threat Intelligence (CTI) is 
becoming an even more crucial tool for states, institutions, 
and enterprises that have to deal with increasingly complex 
digital threats.

In this article, we will analyze potential cyber threats 
related to the confl ict in Ukraine and discuss the role of 
CTAs in identifying, monitoring, and repelling these threats. 
We’ll also look at possible cyber-attack scenarios and 
precautions organizations can take to minimize the risk of 
security breaches.

Through this analysis, we want to better understand 
how the confl ict in Ukraine is impacting the cybersecurity 
landscape and what concrete actions can be taken to protect 
against potential cyberattacks in this changing geopolitical 
situation.

Research methodology

The research project aimed to present the role of cyber 
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threat analysis in the context of current confl icts, with a 
particular focus on the war in Ukraine and the Hamas attack 
on Israel. The study was based mainly on the analysis of 
available reports, online sources, and scientifi c literature in 
the fi elds of cybersecurity, geopolitics, and armed confl icts. 
In the fi rst stage of the study, appropriate sources of 
information were selected. The focus was on reports from 
government agencies, international organizations, scientifi c 
publications, and credible media. A thorough analysis of the 
latest cybersecurity reports issued by government agencies, 
security consultancies, and cybersecurity organizations was 
conducted. Articles, press releases, and online information 
on cyber activity related to the confl ict in Ukraine and the 
Hamas attack on Israel were reviewed. It also reviewed the 
scientifi c literature on cybersecurity, hybrid warfare, and 
geopolitics to understand the context and nature of cyber 
threats in current confl icts. Based on the data collected, 
an analysis was conducted, conclusions were drawn and a 
discussion was initiated by following the above steps and 
procedures, the study provided a comprehensive analysis of 
the role of Cyber Threat Intelligence (CTI) in the context of 
current confl icts, allowing replication and further research 
in the fi eld. Cyber Threat Analysis (CTA) in current confl icts 
was conducted using a wide variety of data sources and 
analytical methods. Data collection included a review 
of available scientifi c literature, reports, and newspaper 
articles, as well as publicly available data on cyber incidents 
and international confl icts.

The collected data were then analysed using qualitative 
and quantitative methods. Quantitative methods included 
statistical analysis of cyber incident data, such as attack 
frequency, impact, and attacker profi les. Qualitative methods 
focus on analysing the content of information sources in 
order to understand the motivations, strategies, and goals 
of the parties involved. In addition, an interdisciplinary 
approach was used that integrated knowledge from fi elds 
such as cybersecurity, political science, and geopolitics. This 
combination of diff erent perspectives allowed for a better 
understanding of the complexity of cyber threats in the 
context of current confl icts and for the development of more 
comprehensive conclusions and recommendations. Through 
the use of various methods of analysis and data collection, 
our work provides a comprehensive view of the issue of 
cyber threats in the context of confl icts, which enables us 
to explore the important aspects of this phenomenon and 
generate accurate conclusions and recommendations.

What is cyber threat intelligence?

Threat intelligence is data that is collected, processed, and 
analyzed to understand the motives, goals, and behaviors 
associated with threat actor attacks. Threat intelligence 
enables us to make faster, more informed, data-driven 

security decisions and shift their behavior from reactive to 
proactive in the fi ght against cybercriminals [1]. The ever-
increasing number of cyberattacks requires cybersecurity 
and forensics professionals to detect, analyze, and defend 
against cyber threats in near real-time [2]. Cyber threat 
intelligence (CTI) sharing promises to be a new method 
of creating situational awareness among data-sharing 
stakeholders. Moreover, it is seen as a necessity to survive 
current and future attacks by acting proactively, not just 
reactively. Organizations may be required to have a threat 
intelligence program as part of proactive cybersecurity 
and share their information. Stakeholders may be held 
accountable in the future for failing to share known risks 
that impacted others and led to the breach [3]. ENISA has 
recognised the need to include CTAs in the certifi cation area. 
In 2020, ENISA set up an ad hoc working group to integrate 
risk management and CTAs into practices for determining 
assurance levels [4]. Companies that stick to this basic level 
of threat intelligence are missing out on real benefi ts that 
could signifi cantly strengthen their security posture.

• Threat intelligence is important for the following 
reasons:

• Sheds light on the unknown, empowering security 
teams to make better decisions

• Empowers cybersecurity stakeholders by exposing 
hostile motives and their tactics, techniques, and 
procedures (TTPs)

• Helps security professionals better understand the 
decision-making process of cybercriminals

• Empowers business stakeholders such as the board 
of directors, chief information security offi  cers, chief 
information offi  cers, and CTOs to invest wisely, 
mitigate risk, become more effi  cient, and make faster 
decisions [5].

The discipline of cyber threat analysis (CTA) has 
matured signifi cantly over the past year, with organizations 
across industries adopting it to support their overall 
security operations. Geopolitical events, in particular the 
Russia-Ukraine war, have played a key role in convincing 
the organization that CTA should be considered a central 
operational requirement [6] (Figure 1).

Cyber threat intelligence in current armed conflicts

How bad can modern cyberwarfare be, and will it aff ect 
other countries? “Unfortunately, Ukraine has been Russia’s 
cyber playground for years,” notes Ciaran Martin, founder 
of Chief Executive of the National Cyber Security Centre, 
the defensive arm of GCHQ- Government Communications 
Headquarters, the UK’s signals intelligence agency [7]. 
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Russia’s invasion of Ukraine in February 2022 reverberated 
around the world, and there is no doubt that this has 
prompted organizations to reevaluate their CTA strategies. 
In the 2023 SANS CTA survey, 71% of respondents said 
that geopolitical developments now play a very or fairly 
important role in determining their intelligence needs. The 
percentage of responses on the role of geopolitical changes 
in the CTA is presented below.

Russian cyber operations will evolve as the war 
continues [8]. Unlike the Russia-Ukraine war, where 
known cyber operations directly contributed to the confl ict, 
those involved in the Israel-Hamas confl ict did not directly 
contribute to Hamas’s military operations against Israel. 
The full extent and eff ects of the actions against Israel, 
particularly by Iranian adversaries in-state ties and allied 
proxies, are almost certainly not fully known. However, the 
incidents identifi ed were largely unrelated to early concerns 
that Iranian cyberattacks could cause signifi cant disruption 
to critical sectors of Israel and extend their reach to allied 
countries. This discrepancy may indicate the inability or lack 
of preparation of Iranian forces and their desire to avoid an 
unintended escalation that could draw Iran in a more direct 
way [9].

Hacktivist activity will almost certainly continue as 
related geopolitical developments fl uctuate. The escalation 
of kinetic warfare can lead to related actions. This assessment 
is made with a high degree of confi dence based on past 
patterns of action, as well as consistent patterns observed in 
other similar confl icts.

Discussion

In the context of the war in Ukraine, we are seeing 
increased activity from hacking groups, which can be both 
linked to the countries involved in the confl ict and act 
independently, seeking their own benefi ts. These attacks can 
target critical infrastructure, government institutions, and 
private enterprises, which poses a signifi cant threat to the 
stability of the country and the region. By contrast, Hamas’s 

attack on Israel reminds us of the growing importance of 
asymmetric warfare, where terrorist groups use cyberspace 
as a tool to conduct military operations. Cyber-attacks can 
be used to sabotage infrastructure, attack communications 
systems, and spread disinformation to weaken an 
adversary and undermine its defensive capabilities. The 
discussion on cyber threats in current confl icts points to 
the need to develop and strengthen defence capabilities and 
cybersecurity awareness. Organizations, both public and 
private, need to invest in Cyber Threat Intelligence (CTA), 
develop strategies to respond to cyberattacks, and work 
together to build resilience to cyber threats. A joint response 
of the international community, information sharing, and 
cross-sectoral cooperation is key to eff ectively defending 
against growing cyber threats in armed confl icts. Protecting 
critical infrastructure, data and communication systems is 
becoming a priority in the digital age, where cyberspace is 
becoming the next battlefi eld. Current research on cyber 
threats in the context of current confl icts, is important to 
discuss the existing literature and the relevance of the topic 
to the fi eld of digital security and geopolitics. There is a 
growing interest in research on cyber threats, especially 
in the context of their role in international confl icts and 
national defence strategies. The academic literature in this 
fi eld focuses on various aspects of cyber threats, including 
the identifi cation of actors, attack techniques, tools used by 
cybercriminals, and how to prevent and respond to attacks. 
There are also research papers that specifi cally analyze 
cases of confl ict in which cyberspace plays a signifi cant role. 
The novelty of our work lies in the focus on current confl icts 
and current cyber threats, which allows us to explore the 
specifi c challenges and strategies used by the parties to 
the confl ict. Our analysis takes into account the latest 
data and developments, which makes our conclusions and 
recommendations up-to-date and actionable. By discussing 
the available literature and highlighting the importance of 
the topic, our work makes an important contribution to the 
discussion of cyber threats in the context of confl ict, and can 
also provide a valuable starting point for further research 
in this fi eld. As a result, readers can better understand the 
dynamics of cyber warfare and how to eff ectively protect 
against cyber threats in times of confl ict.

Conclusion

An analysis of cyber threats in current confl icts, such 
as the war in Ukraine or Hamas’s attack on Israel, sheds 
light on the growing risk of attacks in the digital space. 
Armed confl icts not only destabilize the political situation 
but also open the way for the activity of cybercriminals 
acting on behalf of states or on their own. Hacking attacks, 
disinformation, and propaganda activities are becoming 
common tools in the information confl ict. In the context of 
CTA, a proactive approach becomes crucial. Organizations 
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Figure 1: Th e Figure shows the CTI Survey (2023) for the importance of geopolitics in 
developing intelligence requirements. Source: SANS 2023 CTI Survey.
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need to be able to quickly identify, analyze, and respond 
to possible threats. Raising awareness, investing in CTA 
technologies, and strengthening security infrastructure and 
procedures are becoming imperative. The conclusion is that 
the eff ective use of Cyber Threat Intelligence in the face of 
current confl icts requires not only technological know-how 
but also a strategic approach, analytical capabilities, and 
cross-sectoral cooperation. These actions are necessary for 
the protection of critical infrastructure, national security, 
and private interests against growing cyber threats.
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